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) xoHTakTe

E-mail unu Jlorus: No6po noxanosarb

Napone: BKoOHTaKTe — yH1MBepcanbHoOe CpeacTso
KOTOPbIM eXelHeBHO NONb3YyTCA AeCATH

YyKOU KOMMNbIOTE
Y P C nomolbio BKOHTaKTe Bbl MOXETE:

= HalTu nioaei, C KOTOpbIMM Bbl KC

He MoxeTe BOUTH?
= Y3HaTb 60nblue O N0AAX, KOTOPb

| IR Be—

Kaw ne cmams weepmboin mowmertukod?

Kaw onpedeamnms nodoesny?
Kaie odezonacumbear?

Ucnone3yli
byHKYUOHan
bpay3epa:
«u3bpaHHoe»,
«30aK1a0Ku»!

Obpamu sHUMaHUe
Ha HacmoAwul
adpec calima!

lMposepsli IMpu HagedeHuu mblwu
peanbHbil adpec

adpec catima!

omobpaxcaemcs _
80 scnavisaroueli | oviiol Ha MobIusHGR
noocKaske. I

: Nosapasnsem! Bul Buinrpanu 500 pybnen na 6anaxc moGunbHoro renedoka or Al

fInpexc

Hawnpércs sceé

Ham 15 ner u Mbl X0TUM NOAENNTLCA nogapkamu!

cny4anHbIM 06pasom Huibpantl Halmm KoMNLOTE




OCMOPOXKHO, NOJOEAKA!
3
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Kak o6maHbiBaloT B UHTEepHeTe? D Ak Ot Sctatae eactad
MpocAaT noaTBepAnTb NOrMH/Naponsb. ¥ dangerous spyware on your system!
MpepnaratoT 6ecnnaTHblii aHTUBUPYC. D e T S M
a yCTaHaBAMBAIOT BpeaoHocHoe MO, BUpyCbl. = =

Mpocar ornpasutb CMC (nnaTtHoe). @ SpywarelEMonsterb Spyware
’ Zlob.PornAdvertiser.Xplisit Spyware
£ TrojaninfoStealer.Banker.s Trojan

0o npaboa? Kaw pacnozrams odmatt?

[RemoveAl][ Ignore ]

Baw akkayHT 3aBN0KHMPOBAH 33 PACCRINKY CMamM-Co0BWEHHA, Ha DCHOEEHHH MHOMOYMCIERHE! ¥anob ot
nonezoeaTensd, J4na BOCCTEHOENEHHA SHKETE BaM HEODXOAMMO NPOATH NPOLEAYEY AKTHEALKH, AKTHEALMA
MPOMZEDAMTCA B AETOMATHUEKOM PEXHME M ABNASTCA A0C0NHTHO BECNNATHON, OTNRAERTE CMC COOBLLEHKE C
TercTor 151178 Ha Homep 8353, B 0TBETHOM CMC Co0BLWEHHE Bl NONYYHTE KOA SKTHEALMM, KOTOPEIF

o AAns BX0Na Ha CaifT BBeauTe Homep Bawero MoBunbHOro Tenedora:
HEDB0AMMO BEECTH Hie, ECM B TEYEHHE MECALLA EALU SKKAYHT He By BT SKTHEHPOESH, MEl OCTAENARM 3a cobok
Npago Y AanMTe era,

Bxop Ha caiT BKoHTaKTe::

3akpoli
CMpaHuuyy, lposepb Asmopu3ylica
610KuposKa cucmemy rnoo ceoumu
nponana? | GHMUBUPYCOM aKKQyHmMamu u

B 6 e a uce 8 /IR SKTHBAUHA BaM HEODXDANMO OTNPABHTD CHC NOATEEDKASHOILLEE BALW CTATYC BNAABBUS BKKAYHTA,
ce y 7 # TloCnE NOMYHEHHA HABHTHPHKEUHORHOTD KOAS, BBEAHTE NONYHEHHYH HHBOPMAUKHD B NONE HHXE.

® OTnpaseTe KEY2 173 Ha kopoTiui Horep 3200, ANA NPOAC/KEHHA NDOLEAY P BOCCTHOBNEHHS,
8 nopsaoke! Ymo ece 8

8 [locne aKTHBAUMM HACTOATENEHOD PEKOMEHAYEM OBHOBHTE SHTHBMPYCHOE NpOrpaMMHOe obecnevsie,
nopaoke!

CmeHu naponu K
Bawa cTpanuya bbina B3n0MaHa, 1 € HEe paccuinanca cnam, YTabl 370 MpekpaTHnoce, Bam Heolxommo
GKKayHmam, aKTHBAPOBATS CTRAHILY.

Komobpble TaKKE Ml COBETYEN BaM CHEHHTE NAPOMb OT NOYTOBOMD AWIMKA M NPOBEPHTE BALL KOMMBHTER HA BHPYCHl,
p Hikor 4a He yrascieaiTe Baw naponk 0T CTPaHHUE! HAT ge, kpome caviTa http://vkontakte.ru,

u Cn O ﬂ b 3ye w b / Kaw MeHA MO M B3N0OMATL? BHAMATENEHO H3yWTE 3TOT PasAen, NPExAe Yen Bo300HOBNATE NONk308aHNE
° caiTom, yTobb: atexaTs BROKHPOBOK 3a CNam B AanEHEALEN.




Ocmopo>kHo, cnam!

llepsoHa4anbHO c1080 «SPAM»
Cnam — smo maccoeas
noasusnocb 8 1936 e.
pacceinKa Hesanpawusaembix
OHo pacwiugpposeleancce Kak nosay4yamesnem 31eKMPOHHbIX
SPiced hAM L, P
coobuweHuli Kommep4yecKkozao u
(ocmpasa eemyuHa) u 6bin0
HeKomMmmep4YecKo20
mMoe8apHbIM 3HAKOM 019 MACHbIX
co0epHCaHus.
KOHcepeos.

NMOMHMW: nga Ha nosoay y C[MAMa ecTb pUCK:
Otnpasutb nnatHoe CMC, onnaTtnTb HAaBA3AHHYIO YCAYTY.

MoNy4nTb NNATHYO NOANMUCKY Ha HEHYXKHYIO MHPOPMaLMIO.
MoTepsTb YYETHbIE U (MNIN) UHbIE AaHHbIE.

CraTtb XepTBOM 0ObMaHa.

Hacmpoli 5
6esonacHocme Ucnonesyli
6pay3epa u noYmoso oonosHUMesbHbIe
npozpammol (nodkaoud] PACWUpeHus bpaysepos,

aHMuUGUWUHe, 3aujumy o Hanpumep AddBlock paiiepeonn! ycnye, ucnone3yl
cnama u ap B8CMPOEHHbIE (ﬂ0330ﬂﬂem 6ﬂOKUp030mb

UHOPMAUUOHHbIE
/ .
cpedcmea 3auumei)! ClMAM u peknamHele 6/70Ku), cepsucsl «who is»!
WOT (nokassisaem pelimunrz

calima cpedu uHmMepHem-
nonesosameneli)!

Mposepsli
Ucrons3yti HAOéxHOoCMb
AHmMusupyc nocmaswuka




[TepcoHaAbHbIe daHHble U

AuYHag uHgopmayus 6 UnmepHeme

lMepcoHanbHble OaHHbIE —
meos YyacmHas cobcmeeHHOCM®,

npexcoe yem nybsauKo8aMb UX
u (unu) nepedasame mpemoum
auuam, nooymati, cmoum nu?

lNepcoHanbHbie OaHHbIE
oxpaHaem ®edepanbHbili
3aKoH Ne 152 — @3
«O nepcoHas1bHbIX OQHHbIX»

Kowmy w 3areat myncna mbod nepcoHantHad

uHnPpopmov,ua?

80% npectynHMKoB 6epyT MHGOPMaLMIO B COL,. CETAX.
JInyHaa nHbopmaLma UCNONb3YETCA ANA KPaXKU Napone.
JInyHaa nHdopmaLma UCNONb3YEeTCs AN1A COBEPLUEHNSA TaKNX
NPecTynJeHN KakK: LWaHTaX, BbIMOraTe/IbCTBO, OCKopbieHue,
KNneBeTa, KUAHENMUHT , XxmueHue!

Mpu pecucmpayuu
8 COUUQbHbIX
cemsx cnedyem
ucrnonbL308amMo
mosbKo Imsa unu
lMcesd0oHUM (HUK)!

Hacmpoli
npusamHocme
8 coy. cemsax u

Opyaux cepsucax

He ny6aukyl
UHGopmayuto
0 CBOEM
MECMOHAXoMOeHuUU
u (unu)
MamepuasnbHbIX
ueHHocmsx!

K-T0 MOKET MUCATE MHE MW4HEIR mDElI[EIIIH Be nonk30BaTenM

Ko eimuT dhoTorpadim, Ha KOTOPLIX MEHA OTMETWIM  BCe Nonk30EaTEMM

KT0 BMAWT BHOEO3ANKCH, HA KOTOPLIX MEHA OTMETHAN  BCe Nonb3oBaTen

KT0 MOWET BMAETE CTMCOK MOMX a‘fﬂllmﬂlllcﬂi Be nonk30BaTenM

Koro BATHO B CTMCKE MOMX [PY3eil W NognueoK  Brex apyzel

KT0 MOKET BUTETE MOMX CKPBITBIX Apy3ed  Tonkko A

Xopowo nodymat,
KaKyto
UHpopmMayuo
MOXHO
nybaukosameo
8 MlHmepHeme!

He dosepali
ce0uU cekpemol
He3HaKoMyam

u3 MHmepHema!




AHOHUMHocmb 6 cemu

Mucrep AHOHNM 3ANOMHMN!
Bt it gl AHOHUMHOCTb B UHTEPHETE - 3TO MU®!
i % Cnedvol npebobisaHua 8 MIHMepHeme xpaHamcs Beou cebs 8 uHmepHeme
doneo, 8EM(/1UBO, KAK 8 pedsbHOU
O0axKe NPOKcU u aHoHUMatl3epsl He nomoaym HU3HU
CKkpbimobcal

Mo nonynsipHoCTH ¥

E Fapuk Xapnamos
=

= Pernon g - ¥
Fapuk Xapnawos . *  NMoaTsepaénnan cTpanuya

PR I Mocksa, Pocons Buibop cTpaHs!

[aHHas 0TMETKE 03HE4EET, YTO CTPaHMLE Mapuka
Bbina NoaTEEMKASHS 3AMUHUCTPaLWMEN BKOHTaKTE.

Wikona

Boibepute perion

Yuusepouter
Fapuk Xapnamos

Mocksa, Pocast Beibop yHusepaiTeTa

e OdmumManbHble akKayHTbl 3HAMEHUTOCTE BCeraa NPoxXoanaT
npoueaypy sepudukaummn

BHUMAHME: byab ocTopoXKeH npu obueHnn c HeaHakoMmuamm B cetu!

Mmun moryT oKkasaTbca:
MaHbAKK, Nneaoduabl, U3BpaLLeHLbl. 3aB/IEKAOT B CBOWN CETU, CKJIOHAIOT K COBEPLLEHMIO PAa3BPaATHbIX
aenctemin! Takoe obuleHUE MOXKET ObITb ONACHbIM ANA KU3HU!
NHTepHeT-XAMDbI (Tponnu) npoBoumpytoT Ha He0b6AyMaHHbIe NOCTYNKMU U HEOBOCHOBaHHY!IO arpeccuio!
KnbepnpecTynHmKmM 3a4acTyto 0OMaHOM MOXMLLLAIOT YyXKOe MmyLLecTso!
XaKepbl NICNONb3YT aHOHMMHOCTb A/1A PaCNPOCTPAHEHMA BPeAOHOCHOrO NPOrpaMMHOro obecneveHus,
3aBNafEHMA YYETHLIMU JAHHBIMU, NAATEKHBIMU PEKBU3NTAMM, NEPCOHANbHON MHGOpMaLmen!




OmKpblimble cemu, YyKasd mexHuKa

Heoperciioe

WWWWWCWWWW@ ywmepe)

M uyxoii komnbloTep

)

NMOMHMU :
Byab OCTOPOXKEH B OTKPbITbIX M HeGe3onacHbIX ceTax. MogKntoyeHne
K JTOXKHOM CETU MOXKET MOMEHTAIbHO NLWNTL Teba Bcen
nepcoHasibHON MHPOPMaLUKM, XPaHALLENCA B TBOEM 3/IEKTPOHHOM
AT

YCTPOMCTBE: NPECTYNHMKY CTAHYT AOCTYMNHbI MApPOaMX, U Apyras
nHopmaums.

OnacHO OCTaBNATb CBOM YYETHbIE AaHHbIE Ha YCTPOMCTBE, KOTOpOoe
Tebe He NPUHAZNENKNT, STUMM AAHHBIMU MOTYT BOCNO/b30BATLCA
B NPECTYNHbIX LLensx.

g / L) 6 - Bxoawme — Angexc.lT V

{8 https;//mailyandex.ru/neo2/#inbox

Hecrwountiwo npocmsty npabun, komopsie caedyem cododams npuw padome 8 omupstmstr
Mk U & UENONLZOBAHMULM << LYHCOU>> MerHAMKAL

1. [pu pabome c ny6auYHbIM
ycmpolicmeom ucrons3yli myHKm
«4yncoll KOMMblomep».

Ucnons3yli pexcum «npusamyozo
npocmompa»

8 bpaysepe.

Bcezda ucnone3yli KHOMKy «8blimu»

1. Ucnone3yli wugpposaHHble
XPAHUAUWA OaHHbIX, KoOmopble
nomoaym 3awumumes meou
AuUYHble ¢palinel.

Wcnone3yli crioxcHele naponu,
cocmosuwue u3 npPonucHeIX U
302/108HbIX IAMUHCKUX BYK8 U

1. Ucnone3yli besonacHoe
coeduHeHue c noymod u
cepsucamu (6esonacHoe
coeduHeHue 0603Ha4YeHO
30MKOM
C 3e/18HbIM MeKCcmom).

He ocmasnsaii 6e3 npucmompa

. mak. M .
ycmpolicmea docmyna 8 cemo yudp, a VG He cumsosos
(menecpor, nnaxwem Ucnonb3yli mosabKo omKpsimeie

7 7

mu e H HOCMU KOmopbix
= 11aponA npu pabome HA «4yHom HOymG6yK). cemu 8 HaBeXHoOCMuU Komopb

npu 3asepuwieHuu pabomsi ¢
pecypcom.
Omkas3siealica om coxpaHeHuUs

omneomepey. mbl ygepeH.




Yenobus ucnoavsobaHus npozpaMmMHoz20 npodykma

Jlrobas ycnyea 8 UHmepHeme umeem AUYEH3UOHHOE Co2AaWeHUs U (Unau) ycaoeus ucnosns3osaHus. llpu ycmaHoeKe
npo2pammHebix npodykmos (ocobeHHO om Heu3secmHbIx npouszsodumeneli) ciedyem HUMAMeNbHO YUMAMb MEKCMbl
coenauwieHul, 8e0b rocsae NPUHAMUA Co2AaWeHUsA 8CA 0M8emcmeeHHOCMb U M0C/1e0CMaUs UCNo1b6308AHUSA MPO2PAMMHO20
npodykma noxcamcsa Ha mebs!

JinyensuonHoe cornaenne

MopTBepKaan cornawieHue «BCAenylo» Tbl MOXKeLlb: - s ocrmasens,
OdbopMUTb NNaTHbIE NOANUCKK/YCNyry; e ooy, T e

MpeaocTaBuTb NpUNoKeHUo/nporpamme obLWINPHbIE NPaBa; e e

HEHCEKITFOUMTENIBHOM JIMLIEH3NH Ha HC] mpor 0

nwnTtbca nepcoHasnbHbIX AaHHbIX, XPaHALWLNXCA PerEsSmaLO)

Ha 3/1eKTPOHHOM YCTPOWCTBE; e e e

MpOrpaMMHBIM obecriedeHneM.

CraTtb 3BeHOM 6oTHeTa u (nan) CNAM cetu; Hoxame Baw siomes nowmsepxacans cornacis & owie <~
CTtaTb XKepTBOM MOLUEHHUKOB. e e

[ <Hasan ][ &mrnacen] [ OtmeHa

MOMHMU: aobbie coenaweHusA 06 UCNonb308aHUU MPO2PAMMHbIX MPOOYKMOS U ycaye, 0axce Do s cion skosc
om nposepeHHO20 nNpouzsodumens, mpebyiom eHUMamenbHo20 usy4yeHus! S

8ol

AarmcTpauta Caiima npeanarset Ba yenyrt (cepeiscsi) CaitTa Ha YCROBHEX, RENROLINGS NPEZNETON RACTOALIX
jimom BKe

Uwmodbt He cmams neepmboin ZuoymbtumaesiHurod : s

1. Cratyc Npasin nonb3oBakins Caitton BKoxTakTe

(panee st

Ucnone3zoseames
/UYEH3UOHHbIe

MpoOyKmebl BHUMAamMesnbHO 3HAKOMUMbCA
fiposepeHHoz0 C AIUYEH3UOHHbIM CO2A1aWEHUEM; He ucnonb3oeams
npoussooumens;

p ’ nodospumensHoe [10.




ModunbHble yempoticmBa/ModuAbHbIN uHMepHem

3Hali: BrHumaHue! MepcoHanbHbie daHHbIe!
CospemeHHbIl MOOUsbHbIU Ce200HA MobusbHble ycmpolicmea codepyam
menegpoH/naaHwem - 3mo He npPocmo BANCHYIO UHPOPMAYUIO:
cpedcmeo c8A3U uau Kpacusas CriucoK KOHMAKMos;
uepyuwka, Jlu4Hble pomoepagpuu/sudeosanucu;
a NosHOUeHHOe KOMMYHUKAUUOHHOE JaHHele docmyna K 31eKmpoHHoU noyme u

ycmpoticmeo He ycmynaroujee UHbIM GKKaGyHmMam 8 cemu;

no npousgeodumesibHOCMu u JaHHele 0 6aHKOBCKUX Kapmax/naamexax;
(byHKYUOHQs1Y MepCcoHanbHOMYy Mmerom npueasky K 6anaHcy cum-Kapmeol

Kommeromepy. onepamopa ceA3u.

*  ycmaHosu MOBUMbHYIO 8EepPCUt0
aHmueupyca Ha c80é MobusbHoe

ycmpoucmeo; OMKAKYU PYHKYUIO
yCmaHOo8U MNpusoXeHus, a8MOMOOKAOYEHUA K OMKPbIMbIM
wugpyroujue meou 0aHHeble - Wi-Fi cemam

OHU 3aWuUMAM Au4Hble alinei; uCrosnb3yli MoabKO 3aWUWEHHbIE
s ycmaHaenusall npusoxeHus Wi-Fi cemu;

MmOs1bKO U3 NpPoBEPEHHbLIX

0bsa3amesnbHO npaesusibHo

UCMOYHUKO8, BHUMAMESbHO 3asepwati pabomy ¢ ny6AUYHbIM
yumadli om3bi8bl Mosszosamerneli Wi-Fi:
7

NPUNOXeHWe NONYYUT A0CTYN K
) HHbLIM HWKE AaHHbIM
YCcTaHoBUTL ero?

e Coobuenna
e Ceresoi 06MeH faHHBIMK

e JlnyHan uicpopmaums
e [lNamars
e [narHbie ycnyru

o TenedoHHblie BbI30BLI

OTmeHa YcTaHoBuTh

® B8HUMAMesnbHO usyqaﬁ npaea,

3anpawueaemeolie MobunbHbIMU
npusioxeHuamu,

UCI'IO/'Ib3ylj mosibKO
rnpoeepeHHsole mobunbHble
cepesucsl.



Ocmopoxkio, MOLLWEHHUIKK !
[MpedynpexxkdéH — sHavum, Boopyér

MOMHMU: Yem 6onbwe BcemupHasa MaymuHa npoHUKaem 8 #u3Ho awoel,
mem 60os1bwe noAsaAAemMCA 3/10yMblUWAEHHUKO8, MbIMAUWUXCA 8CEMU BO3MOMHbIMU MyMAMU AUW UMb mebs OeHez!

Kap,qm-lr - cnocob6 MoOLWeEHHMYeCTBa C MCMNOAb30BaHUEM
6aHKOBCKMX KapT. [1peCcTynHUKN NOXULLAIOT PEKBU3UTbI KapTbl
CO B3/10OMaHHbIX CepBepPOB UHTEPHET-MAradnHoOB, N1aTeXHbIX
CncTem man C nepCoHasibHOro KOMnNbOTEPA NMNOJIb30BATENA.

duwmnHrosbie coobLLEHUA - 3TO YBEAOM/EHUA,
OTNpPaB/AeHHble OT UMEHWN aAMUHUCTPATOPOB HAHKOBCKUX NN
APYrnx naaTexHbix cuctem. OHM NpU3bIBAOT NOJIb30BaTE el
npotM no  ¢anblMBOM  CCblKe, 4YTOObI  YKpacTb
KOHbMAeHUNANbHblE AaHHble. [OenctBua nopgobHoro popa
HaueneHbl Ha OaHKOBCKMM CYET WAW Y4YeTHyl 3anucb B
BMPTYa/IbHOM NAaTeXHOW cucTeme. KaK TONbKO NPecTynHUKK
nonyyaloT  HeobxoguMmyro UM MHPOpPMaALMIO,  OHMU
MOMEHTa/IbHO UCMOMb3YIOT ee Aas A0CTyna K 6aHKOBCKOMY
cyery.

+7 (495) 500 5550 8 (800) 555 5550

C6epbank OH/l@LiH

@ Bxop 8 Chepbank On/lailn

OTKpbiBaTe BKAAAbI
€ nobileHHol
cmaskoli

Py
itibank YBenoMIeHne o Nosy4eHus nnarexa

3aperucTpupoBaHo 3a Homepom ENM202-16

Veawaemuii wIHenT,

20 centabpa 2004r. Ha Bawr rexywnit ket 60t nonyuex nepeson 5
KHOCTPAKRON BANIOTE Ha CyMMy, npeBsuwarouge USD2,000. B
cootBercTBRHM ¢ Ilomesoparensckum cornamennen CitibankR Online, Bart
Heo6XOHMO TOATEEPANTE ITOT MEPEROT ANIA ET0 Y o
saymcnenns Ha Baw rexymuii euer. fna nonrsepxaenus nnarexa
npocum Bac saittit B nporpammy ynpasnckia Bawnm cxerom CitibankR.

Online § c/IEAOBATE NPEANOKEHHH M HHCTPYKUKAM.
Ecau nopteepxagenue He Syger nonydeno B Teuenue 48 acor, niatex
6YReT BOYEPAIER OTNP2BHTENO.

Iz exoga & nporpammy CitiBankR Online, naxyute cloga >>

C yBaxenuen,
Cay:6a CitibankR Alerting Service

TOKATYICTA, HE O TBEMANTE HA 370 OTMOBEUEIOE.

mz mietaact yousmant B Sy moachoypeste asmear Caded Alaing
Sevice, afiegame Alrting Savice Iz n Retmr cotre
BHICAAHME 7o

op 00 Ty pecyrazys Buc vaty, motzoome ¥ Caibfone 107 noceae J0uzr
HRENH DO (I e 2Rk




OcmopoxkHo, MOLUEHHUNIKA!
[MpedynpexxkdéH — sHavum, Boopyér

<Huwzepuircrues> nuctrma, HeEBepoamiad Yoora w nonpoaiirint
Y=

«Huzepulickue» nucbma:

B TekcTe Takoro nucbma O06bIYHO coAaepKuTCA
MHPOPMAUMA O TOM, YTO Y aBTOpa MUCbMA eCTb
MHOTO AEHEer, NO/IY4EHHbIX HE COBCEM 3aKOHHbIM
MNYyTEM, MU NOSTOMY OH HE MOXET XPaHWUTb AEHbIM
Ha cyeTy B 6aHKax cBoel CTpaHbl. EMy cpo4yHO
HeobxogmMm cyeT 3a pyberkom, Kyda MOMKHO
nepevyncnnTb AeHbrn. ABTOpbl NOAZO6HbLIX MMUCEM
nonpocat 1eba 06HaNMUUTL KPYMHYIO AEHEXKHYI0
CYMMy, B KayecTBe BO3HarparkaeHus obewas ot
10% po 30% OT 3aABNEHHOW B NMUCbME CYMMbI.
NonpowaiiHuuecTso: Npes MoleHHWYecTBa 3aKA04aeTcs B TOM, 4TO
nosib3oBaTeNlb MNPeAOCTaBUMT [OCTYN K CBOEMy
CYeTy, C KOTOpOro nosxe O6yayT crnucaHbl Bce
AEeHeXHble cpeacTBa.

yBEAOMJ'IeHMﬂ O Bbiurpbliwe:
B nucbme coobuiaetca o TOM, 4YTO Tbl BbiMrpan
KPYNHylO cymmy JaeHer. Llenb MoOWeEHHMKa -
BbIMaHUTb y Tebs AeHbrM 3a NoJlyYeHne BbIMrpbILLa.
O6blYHO OH cnucbiBaeT 3TO Ha Hanor. [oTepsas
64MTEeNbHOCTb, Tbl MOXEllb MEepPeBecTU KPynHyto
CYMMY Ha CYET MOLUEHHUKOB.

MOLWEHHUKM [aBAT HA KanocCTb M OTMNPABAAIOT
nuMcbma ¢ npocbbon o nomowm AKobbl OT
6n1aroTBOpPUTENBHbBIX opraHusaumm nnn

HY}KOaoLWmxcs noaen.
PLEASE INEED YOUR HELP Bosowrrep yKpasia 1,5 Man y. cp’mhno BOABHDBIX JieTeit

B AencTBMTENbHOCTU TakMe coobLeHMs coaepaT MISS SUSSAN DUNGA,

ABIDIAN,COTE D'IVOIRE,
CCbI/IKM Ha peasibHble OpraHn3aunm um d)OH,ﬂ.bl, HO FROM SUSSAN DUNGA,

pEKBM3MTbI plflﬂ I'Iepe'«ll/lcneHI/IFI ,ﬂ'eHe)'KHle My name is Miss Sussan dunga. The only daughter of Late

General Mohammed dunga the former Director of military
C peluICTB yKa 3bIBatOTCA NNOKHbIE. inteligence and special acting General Manager of the

Sienia Leone Diamond mining coperation (SLDMC ). T am
contacting you to seek your good assistance to transfer and
invest USD 18 million belonging to my late father which is
deposited in a bank in Abidjan. This money is revenues from




3aujuma om MoweHHuyecmbBa!

Hwmoobt e cvmamt: weepmbBoil MOeHHMKA, COON000L npotmbte npabuaa:

Y0ansali nucema, komopeole
cooepiam He OMHOCAWYIOCA
K mebe uHgopmayuro,
CBA3AHHYH C OEHEeXHbIMU
cpedcmsamu, 0cobeHHO
om Heu3secmHsbix stoded.

He 6y0db cauuwKkom
dosep4usbim, nposepAl
8CH0 UHGhopmayuio,
codepxcaulyro npocsboi
0 MoMowju, uHaye
nomouwb MomMom
nompebyemca mebe
camomy.

YBepomneHue o nony4eHu nnare:
3aperucTpuposaHo 3a Homepom EM202:

Voawaemuii wIHEHT,

20 centabpa 2004r. Ha Baw texywnit c4eT 6unt nonyuex nepeson &
HHOCTPAHKON BANIOTE Ha CyMMy, npeBrwaouyo USD2,000, B
cooteetcTBRH ¢ IlomesoBarensckum cornamennen CitibankR Online, Bart
HeoBXOLHMO IOATBEPANTS ITOT NEPEBOR NS EX0 YCIEIHOro
sayncaenns Ha Ban rexyunii euer. flag nontsepiaenus nuarexa
npocum Bac saittit B nporpanmy ynpaencrug Bauntm cxerom CiibankR
Online i c/1€ACBATH NPEANOKEHHE M HHCTPYKUKAM.

Ecnu nontsepxaense He Gyaer nonyweno B Tevenye 48 4acor, niarex
6yReT BOIBpaIER OTNPABHTENO.

Exarepina BaBiiena
Posurrenn Gonvusix gereii, Pycdona i poonTepekiie oprannsamnt nuyT 27-1emmomw0 Exatepinty

+7 (495) 500 5550 8 (800) 555 5550

Mone30BaTENE OTNPABM BaM CKji @ Céepbank On/l@uH
JInA npocMoTpa NCbMa, BBEAMTE
& Bxop 8 Chepbank OnlaiiH

OTKpbiBaKTe BKAAAbI
C NOBbIleHHOL
cmaekoli

] 3@noMHWTE MeHA

He coobwali
MOCMOPOHHUM
AUYam ceou
MepcoHasnbHbIe
OaHHbIe,
HoMepa cyemos,
MUH-KOObI U m.n.

He nepexodu
10 CCbIKAM,
YKA3AHHbIM
8 M0003puUmesibHbIX
MUCbMaXx.

From: Information Desk <info@euroonlinelottery.com>
Subject: EU / Commonwealth Lottery Promotions

Your email address was selected to claim the sum of $ 500,000.00 in the 201
lottery.

To claim your prize, please contact our agent in Lagos, Nigeria.

Contact person: Mr. Marshall Ellis e-mail: marshallellis11@Ilive.com

Phone: +2348036954742

Congratulations!

eneral Mohammed dunga the former Director of military
teligence and special act:ing General Manager of the




Kak BUPTYAABHA4 cemb moxem BAaugmo
Ha PEAADbHYR Xu3Hb

NOMHMW: 3a BUPTYAJIbHbIE npectynneHuna orsevaroT
no PEAJIbHOMY 3akoHy

CT. 272 YK P® - HenpaBomepHblit JOCTYN K KOMNbIOTEPHO MHOOPMaLUK
(no 5 net nnwerHua ceoboabl);

CT. 273 YK P® — Co3aaHue, UCNONb30BaHUE U pacnpocTpaHeHue
BPEAOHOCHbIX Nporpamm ana 9BM (5 net auwenusa ceoboapl);

CT. 274 YK P® — HapyweHue npasun akcnayatauuu 3BM, cuctem 3BM unu
ux cetm (Ao 5 net nunweHua ceoboabl);

cT. 129 — KneBeta (00 5 net nuweHus ceoboapl);

cT. 130 — Ockopbnerue (no 3 net nuweHus ceaoboapl);

cT. 159 — MoweHHu4ecTso (a0 10 net nuwenus ceoboapl);

CT. 165 — MpuumuHeHune umyuiecteeHHoro yuepba nyrtem o6mana unu
3noynotpebnerHuns posepuem (40 5 net nuweHua ceoboapbl);

CT. 146 — HapyLlieHue aBTOPCKUX U CMEeXHbIX NpaB

(no 10 net nuwerHua ceoboabl);

CT. 242 — He3aKoHHOE pacnpocTpaHeHue NOpPHOrpaduUUEcKUux MaTepuanos
nnu npeametos ( 2o 5 net nuweHus ceoboapl);

cT. 242 (1) — U3rotoBneHue n 060pOT MaTeEPMUANOB UNU NPEAMETOB

C nopHorpaduyeckummn nsobpakeHuamm HecoBepLIEHHONETHUX

‘ (8o 15 net nnweHua csobopapl).




3anoMHuU npocmble npabura desonacHocmu:

He ysepeH 6 cesoux
3HaHuAx? Ncrione3yli
YyYemHyro 3arnuce ¢
02paHuUYeHHbIMU npasamu!
He pabomati om umeHu
admuHucmpamopa (root) -
amo ybepexem

om b6onbWUHCMBA
3apaxeHull;

b6e3 Heobxooumocmu

He Oenali «Oxcenbpelk»,
«PasnoYKy», «pymosaHue»

ModpobHee

o npasunax
yumaii

8 SHYuUKnoneouu
6esonacHocmu

10
3

JIATA BESOMNACHOIO WHTEPHETA

* Ucnonw3yl
aHMUBUPYCHYIO
3awumy (ny4ywe
becrnaamHell
aHMu8Upyc,
yem HUKAKO20;
KoMMmepyYecKue
npo2pammel
npedocmasnsaom
donosnHuUmMenbHole
¢yHKUUU u yoobcmsa);
PezynapHo obHoensl

cucmemy U aHmMu8uUpyc;

pura
€30NacHoro
UHTEpHeTa

* Hacmpol dononHumerbHble

]

pyHKYuu (6710KUPOBKY
peknamel 8 bpaysepe,
(PyHKYUU aHmMuguwuHaa,
6710KUPOBKY BCM/bIBAIOWUX
OKOH, pexcum 6e30nacHo20
rnoucka);

Ucnone3yli opuyuansHoe
AUUeH3UoHHoe U (unu)
ceobo0Hoe rnpozpammHoe
obecneyeHue;

Secnnamiesm "Beb -dunutp

ANA pORNTENCH CIMCoK

HOBOCTM IYR/IMKALIMM

3xonomETencreo Hudorpaduea PomurensM u nesaroraM

’, MNpeanoxwrs o Genwit

Yyumeisali
pexkomeHOayuu
npozpamm 3awumel
(He 3axo0u Ha calimsl,
Komopeble nomeyeHsl
KQK onacHele, He
omkKpelgali gpalinel,
Komopele bs10Kupyem
aHmusupyc);
OzpaHu4usali spems
pabomeoli
8 limepHeme — xcusu
peansHol #Uu3Hbk!

Tiowsx mo ety

http://www.ligainternet.ru/encyclopedia-of-security
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Bonpocbl 0Ad 00cyKoeHus

Yem onacHbl caiiTbl nogaenkn?
Kak pacnosHatb noaaenky?

Yro Takoe Cnam? Kak 6opoTtbca co Cnamom?
Kakue cywectBytoT metoabl 610KMpoBKM Cnam peknambli?

YTO OTHOCUTCA K NEePCOHA/IbHbIM AaHHbIM, A UTO K IMYHON (KOHPUAeHUManbHoU) MHPopmauun?
Kakyto nHdpopmaumio MoXKHO nyb6anKosaTtb B ceTu?
Mouyemy He cTOUT NY6/1IMKOBATb CBOM NOJIHbIE AAHHbIE?

AHOHUMHOCTb B CE€TU: NpPaBga U BbiMbIcen?
KaKkue npasuna nosegeHua B CETU HYXXHO cobatopatb?

Kakue onacHOCTM noacTeperaloT Hac B OTKPbITbIX ceTax?
Kak He cTaTb }KepTBOi NpecTynHMKa Npu UCNob30BaHUMN OTKPbLITbIX ceTeit?
Kakue npaBuna noNb30BaHUA UYXKOI TEXHUKOM HYXXHO NOMHUTL?

JInueH3noHHOoe cornaweHne/npasmna NoNb30BaHUA: YUNTATb MU HET?
Mouemy BaXKHO 3HaTb NPaBWIa UCNO/Ib30BaHUA NPOrPaMMHOro NPOoAYyKTa/uHTepHeT-pecypca?

Buabl UHTEepHeT-MmoLwweHHUYecTBa (06beKTbl MOWEeHHNUYecTBa)?
Kakue Buagbl npectynneHuit pacnpoctpaHeHbl B UHTepHeTe?
Kak He cTaTb }XepTBOi KMbepnpectynHuka?




Xouewib coeramb UnmepHem Oe3onacHee?
Ucnoab3yu cneyuaAbHble uHCmpymeHmol!

MpucbiNal CCbIIKKM Ha ONACHbIE CanThbI
B EAnHbIN PeecTp 3anpeLwEéHHbIX CalTOB:
eais.rkn.gov.ru

OTnpasnAi coobLleHMsA 06 ONaCHOM KOHTEHTE
Ha ropsayme MHUK JInrn 6e30NacHOro MHTEpPHEeTa:
ligainternet.ru/hotline

CoobLiain 0 N0/Ie3HOM KOHTEHTE:
ligainternet.ru/encyclopedia-of-security/included-white-

list.php

Pernctpupyinca B coumanbHOM ceTU, NOCBALLEHHOM
KnbepbesonacHocTu:
social.ligainternet.ru

Ncnonbayn WEB-¢unetp:
www.ligainternet.ru/proxy

YuTan sHUMKNoneamnto 6e30nacHoCTu:
www.ligainternet.ru/encyclopedia-of-security

OEAEPAILHAS UTVIKEA M0 HAI30PY B (DEPE (BA3W, WHOOPMALIMOHHBIX TEXHONOTMA W
MACCOBBIX KOMMYHUKALIUA

©PockoMHAASOP  E/IVIHLIA PEECTP

AOMEHHBIX VIMEeH, yka3aTeneil CTpaHuL, CaiAToB B ceTu «MHTepHeT» 1 ceTessix aapecos,
NO3BONAIOLMX MACHTUPULMPOBATL CaATLI B CeTH «MHTEPHET», COAepXalme
VHOOPMALWIO, PACNPOCTPaHeHne KOTOPoi B Poccuiickoi ®eaepauyn 3anpeiieHo

NpocmoTp peec|

o:;) gggnacuom

HHTEpHeTa

CoobwmTb 06 ONacHOM KOHTEHTe

Ha 3701 CTpaHItLe Bbl MOX(ETE OCTAEUTH CBOE COOBILEHNE O NPOTHEONPEBHOM VIHTEpHET-KOHTEHTe. Y BaC ecth
BO3MOXHOCTS COOBLLTE HOMMMHO MNW OCTABUTL CEON 3PEC ANEKTPOHHON NOYTL, BoNsiwoe Bam cnacGo 3a Baw
sknane a KOMTEHTa & CaTh MHTepHeT!

% gg;gnacuoro

O~ WHTepHeTa

Mpenos gain siin ve Exfipan

“BeeaTe crvsons

Wpeanbhbiii cepeuc Ans B
Aered — Gnokupyer aocr
Ha BCe Bpe/loHOCHble Caif

- cait
h -
/ . -
e l 8 - Nons, oBssarenskbie ans zanonnenua
=7

[
Cepeuc «Beb-punsrpr— “N OmpaswuTs
Balll A0CTYN B HHTEPHET d ) :
o o - [ ——

Ges BPEAHOro KOHTEHTa



http://eais.rkn.gov.ru/
http://www.ligainternet.ru/hotline/
http://www.ligainternet.ru/encyclopedia-of-security/included-white-list.php
http://social.ligainternet.ru/
http://www.ligainternet.ru/proxy
http://www.ligainternet.ru/encyclopedia-of-security/

Auza 0e30nacH020 UHmMepHema
Mot dearaeM uHmepHem Yuuje

\ gura
% e30MacHoro
HHTEpHeTa
\ HOBOCTH EHEAL SHUMKNOMEINS BES0MACHOCTH

Yearmen KGepmppom Nenesnemnomd coaet OToens Berymm. Kaaramu

BbisBnssiem u 610KMpyem onacHbIA KOHTEHT,

cnocob6cTByem nNnoMmKe KubepnpectrynHMKoB —

Tkra 0230NICHOTO RHTOPHETE — KDjHSAER | HIWDONES STONTETER 5 PSS ODMAS3LR
003534437 ANA NPITHEOREACTSHR PICTDOSTOSHERIA0 0AICHOND KOWTEHTa 20 S02NIDHOA C2TH

LiSNE MIRTH — WSKODEH2412 0304070 KONTEATS T/TEM CIV0007E-A33.M NODDE0TA-ErE=0TD
OO0DURCTEA, JUSCTHAKDS HTEgHET-DoHKA W PRGOSSX MONs3033Tened.

‘OCHOBHER USMb JTATH - DON=02 WKDDE-E-A2 OASCHOM KONTENTA § O2TH MsTe0=2T myTem
C3W0D2NYNALYE NDDPECTAININGHOD COODULECTSS, JBCTHAKDS MATEHET-DaKa, 50 HaDekaA2

NoppepuBaem nosesHblie CauTbl U m——

iR pRANMEaLI STOR Ler NS CT3SHT D2D2s COTOA CResjioume 3303w

CNoco6CcTBYEM UX Pa3BUTHIO SR g s

OrenymE-s NPOPEOTAI-ENEH0N COOTILECTSS, JECTHIKDS ITED-2T-0:

MEE-A3WO0S CIVODENNALY CODDUIECTSE 50 KSDEKI-S DEMyIVDOSI-mA

425305 8 veTepeTe

K233 PR2NEHOA MOV SETAM 1 POPOSTEEM, KOTODSE MOAMEIM Nl KDSDEHHEIM ODP230M
CTANM $20TSNM PICIDOCTOIHEHAR OTSCHOTO KOHTEHTS & C2TH VATEDHET

0K333+4%2 COREACTENR FOS)RIDCTEEHuM CTR/KTYDEM & Copele ¢ SManereiwn wTegeeT-
PRC/D00S, S3MIOLUFIMIACA COSRA-A2M 1 3CIDOCTOI=EA

PODHOFDSIA, IPOREFAHSA FEPKOMEIA, HICAIVRA, (haums!

Y4ECTVE 3 P230300TKR 33XV0RATENEHST IIGETVE, HETD2ENE-u0l 43 MHIKSASZLR0 072000
OTESTE B C2TH MsTeDHET

NMpeacraBnaem Poccuio B mupe e S

o Yaoa Jusu npusosduxmames x.Tuse 5@ 3057000 TRKLY XaUGIGK, TN CIMLA
MpUKUMES K3 28R OSBEME LSS SASTIL S50 AEAMATENOSES § SOTMSSTEMELY
< ¥emasaw Fusu

Yaonasu Tusu Mosym cmams. xMuSpusscus, ORUSSTEDOM SPIINUIAYLL,
npedimasumaiy cpadems Macsoeal LNHIPUAYUL L FUSUNIKUS AUYS, KOMIPE
LG SO3MONKOSTL U MEATKUS SSSTU Peawad @x1ad s Spudy ¢ onasKuA
xoxmsma & camu Hxmapuem

o Wima: Jusu ofmpomoa @ TOSMOGOQM PeMuMS, eseMu Socmymacd
cpedemaaan ooyl ecmar AT, 53puly € ONACKL AIKTIINTIAN & Camy Humapuam.

Yasux Tusu oS0MER SEHEPLPOSITTL U GXSIPATL COSTMGTHIME, ATNAAWKME

PaspabartbiBaem n 6ecnnaTtHO BHegpAem = e —————

easvaMOTTER U Pecypeos.

+ B Jusy Ss3onacxoso UKMSPNMI SxolSm SSSULE MEISKIMOGMUNIYUIE

nosesHoe nporpammHoe obecneyeHue prsor St s

W3 003033 Nv NOSSepKKE MiHKOMCSRSA PO, MONSUMTENLCKAA C0SST Mt S03TNAZNAST NOMOWAK
TipesasesTa POSTACKON @2e0aum WroDs Lisranes.

[TodpodHee o Hac Yumalme Ha calume:
WWW.LIGAINTERNET.RU
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Cnacudo 3a BHumaHue!

WWW.LIGAINTERNET.RU

B



