NHPOPMALMOHHASA MAMSATKA JJISA OBYYAIOIIUXCA

C KaX/1bIM rof1J0M MO/IOEXWN B UHTEPHETE CTAHOBUTLCA GOMbLLE, a LLIKONbHUKM
OfIHV 3 CaMbIX aKTMBHbIX NMOMb30BaTeneil PyHeTa. Mexay Tem, MOMUMO
OrpOMHOr0 KO/IMYECTBA BO3MOXHOCTEN, MHTEPHET HEeCeT 1 NpobnemMbl. 3Ta
NaMsiTKa Jo/MKHa NOMoYb Tebe 6e30MacHO HaXOAWUTLCA B CETM.

KoMmnbroTepHbie BUPYChI

KOMMbIOTEPHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBIX MPOrpamm,
OT/INYNTENbHOM 0COBEHHOCTHLHO KOTOPOW ABMSIETCA CNOCOOHOCTb K PAa3MHOXEHMIO.
B AononHeHue K 3ToMy, BUPYCbl MOTYT NOBPEAUTb UM NOMHOCTHH0 YHUUTOXMUTD
BCe (haii/ibl U AaHHbIE, MOAKOHTPO/bHbIE M0/1b30BATESO, OT MUMEHW KOTOPOro Oblnia
3anyLeHa 3apakeHHas Nporpamma, a Takxke NoBPeAnTb UK JaKe YHUUTOXNTb
onepawMoHHY CUCTEMY CO BCeMM (paitiamm B LLeNoM. B 60/1bLLUMHCTBE CyYaeB
pacrnpoCTPaHATCS BUPYCbl YePe3 MHTEPHET.

MeTo/b! 3aLLUThI OT BPEAOHOCHbIX MPOrpaMMm:

1. Vicnonb3yii coBpPeMEHHbIe OMNepaLMoHHble CUCTEMbI, UMEHOLLIME CEPbE3HbII
YPOBEHb 3alLMTbI OT BPEAOHOCHbIX MPOrpamm;

2. MocTosHHO YcTaHaBNMBal NayuTy (LMKPOBbLIE 3an1aTKK, KOTOpbIe
aBTOMAaTMYECKM YCTaHaBIMBAKOTCA C LIE/bIO A0paboTKM NporpaMMbl) 1 apyrue
06HOB/IEHNSA CBOEN ONepaLmoHHON cucTembl. CKaumBaii MX TOMbKO C
omumanbHOro canta paspabotumka OC. Ecnm cyLecTByeT pexmnm
aBTOMATMYECKOr0 0GHOBNEHUSA, BK/IOU ErO;

3. PaboTali Ha CBOEM KOMMbOTEPE NOA NpaBamu Mosib30BaTenNs, a He
afiMMHUCTpaTopa. ATO He MO3BOJIUT 60/bLLUMHCTBY BPELOHOCHBIX NMPOrpamMmv
NHCTaNIMPOBaThCA Ha TBOEM MEPCOHA/IbHOM KOMIMbIOTEPE;

4. /Icnonb3yi aHTUBUPYCHbIE NPOrpaMmHble NPOALYKTbI U3BECTHBIX
MPOV3BOANTENEN, C aBTOMATMUYECKM 0OHOB/IEHNEM 6a3;

5. OrpaHnyb GU3NMYECKNIA AOCTYN K KOMMbIOTEPY A1 NOCTOPOHHMX ML,

6. |/|CI'IOI'Ib3yI71 BHELUHWE HOCUTENN I/IH(bOpMaLI,I/II/I, TakKne Kak d)]'IELLIKa, ANCK NN
(*)al\/llfl N3 NHTEPHETA, TOJIbKO 13 NPOBEPEHHBLIX NCTOYHWNKOB,

7. He OTKpbIBail KOMMbIOTEPHbIE (arisibl, NOMYyYeHHbIE N3 HEHAAEXHbIX
MCTOYHMKOB. [axe Te (halifibl, KOTOpble NPUCa TBON 3HAKOMBIR. JTyuLle YTOUHN
Y Hero, OTNpaBnss in OH Tebe nx.



Cerun WI-FI

Wi-Fi - 3T0 He BUA nepefayn faHHbIX, He TEXHOMOrMA, a BCEro NLb BpeHs,
mMapka. Ewle B 1991 rogy HMaepnaHAcKas KOMnaHus 3apernctTpupoBana bpeHa,
"WECA", uTo 0603Ha4ano cnosocoyetaHume "Wireless Fidelity", koTopblii
NepeBOAMTCA Kak "6ecrnpoBogHas TOYHOCTL".

[10 Halero BpeMeHu gowinia apyras abopesunartypa, KOTopas AB/ISETCA TaKOM Xe
TexHosorne. to abbpesmarypa "Wi-Fi". Takoe HazBaHMe 6bIN0 AaHO C HAMEKOM
Ha CTaHAApT BbICLUEN 3BYKOBOW TexXHUKKN Hi-Fi, 4To B nepeBofe 03HayaeT
"BbICOKasA TOYHOCTbL".

[a, 6ecnnaTHbI MIHTEPHET-A0CTYN B Kade, OTeNIAX 1 a3ponopTax ABNseTCs
OT/INYHOM BO3MOXHOCTbIO BbIX0a B UHTEPHET. HO MHOrMe 3KCNepTbl CUMTAOT,
4To 06LeaocTynHble Wi-Fi ceTn He ABNAOTCA 6e30MacHbIMMN.

CoBeTbl N0 6e30nacHOCTM pPaboTbl B 06LLEeA0CTYMNHbIX ceTAx Wi-fi:

1. He nepepasali CBOKO NNYHYIO MH(hopMaLmio Yepes obLienoctynHble Wi-Fi ceTw.
PaboTas B HMX, XKenaTeslbHO He BBOAWTL Maposiv AOCTYNa, NOrMHbI U KaKune-To
HOMepa;

2. Vicnonb3yii 1 06HOBNAK aHTUBUPYCHbIE MPOrpaMMbl U 6paHaMayep. TeM cambIM
Tbl 06€30NacKLLb Ce6s OT 3aKaUKy BUPYCa Ha TBOE YCTPOMCTBO;

3. Mpu ncnonb3oBaHn Wi-Fi 0TKOUN PYHKUMIO "O6LLMIA 4OCTYN K (haitnam un
NpuHTepam"”. JaHHas PYHKUMA 3aKpbITa N0 YMOMYaHMIO, OHAKO HEKOTOpPbIE
Monb30BaTe/IM aKTUBMPYHOT ee AN ya06CcTBa UCNOb30BaHUS B paboTe unm y4yebe;

4. He ncnonb3yi ny6nnunbii WI-FI ans nepefayun NMYHbIX AaHHbIX, Hanpuvep
A4 BbIX04a B COLMASIbHBIE CETU UMW B 3N1IEKTPOHHYIO MOYTY;

5. Vicnonb3yi TONbKO 3aluileHHoe coeqnHeHne yepe3 HTTPS, a He HTTP, T.e.
npun Habope Beb-aapeca BBOAM MMeHHO "https://";

6. B MO6bunbHOM TenethoHe OTKMOUN PyHKUMIO "TloakntodeHne K Wi-Fi
aBTOMaTnyeckmn". He oonyckain aBTOMaTUUECKOro NoAK/IKYeHNst YCTPOMCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.

CoununajbHble CeTH

CoupanbHble CETU aKTUBHO BXOAAT B Hally XXMU3Hb, MHOT e NH0AM paboTatoT U
YXMBYT TaM NOCTOSIHHO, a B Facebook yxke 3apernctpuposaH MUIvap Yenosekx,
YTO ABNSIETCA OfHOW CeIbMOW BCEX XKUTeNei NnaHeTbl. MHOrMe nonb30BaTenn He
MOHNMALOT, YTO MH(OPMaLMA, Pa3MeELLLEHHAs UMW B COLIMA/IbHBIX CETSAX, MOXET



ObITb Hal[leHa U NCNoMb30BaHa KEM YroflHO, B TOM YKC/e He 0643aTe/IbHO C
GnarMMy HamepeHUAMK.

OCHOBHble COBeTbI N0 6e30MacHOCTU B counabHbIX CETAX:

1. OrpaHuyb CNNCOK ApYy3eid. Y Tebs B APY3bsiX HE AOMHKHO ObITb ClyYaliHbIX U
HEe3HaKOMbIX NHOAEN;

2. 3alMLLar CBOK YaCTHYHO XM3Hb. He yKasbiBaid naponu, TeneoHbl, aapeca,
[aTy TBOEro POXAEHNS N APYTYHO NMNYHYH UHGOPMaLMIO. 3/10YMbILLNEHHUKN
MOIYT UCMNO/b30BaTh AaXKe NH(OPMaLMIO 0 TOM, KaK Tbl U TBOV POAUTENN
nnaHupyeTe NPOBECTU KaHUKY/bl;

3. 3alyiLaii CBOO penyTaLumo - AepXu ee B YNCTOTeE 1 3a/1aBaii cebe BONpPOC:
XO0Ten 6bl Thbl, YTOObI APYrMe NONb30BATENM BUAENM, UTO Thbl 3arpy>KaeLlb?
Moaymaid, Npexae Yem 4To-To OMy6/IMKOBATh, HAaNMUcaTb U 3arpy3uTh;

4. ECcnu Tbl rOBOPWLLIb C NIIOAbMUN, KOTOPbIX HE 3HaeLlb, He UCMO/b3Yii CBOE
peasibHoe MMS 1 APYTYHO NIMYHYIO MH(OPMaLMK: UMS, MECTO XKUTE/bCTBA, MECTO
y4ebbl 1 Npouyee;

5. N36eraii pasmeLleHuns hoTorpaduii B VIHTEpHETE, rae Thbl U306PaXKEH Ha
MECTHOCTW, MO KOTOPOIA MOXHO OMNpefe/InTb TBOe MECTOMNOOXKEHWE;

6. Mpu perncTpaLmm B coLmanbHOl CeTU HEOBXO0UMO MUCMOb30BaTh C/IOXKHbIE
Maposn, COCTOSALLIME U3 BYKB 1 LGP M C KONMUYECTBOM 3HAKOB HE MeHee 8;

7. Ans coumanbHOl CeTU, MOUTbI U APYruX caiiToB HE06XOAMMO UCMO/b30BaTb
pasHble Naponu. Torga ecnv Te6s B3IOMAtOT, TO 3MI0YMbILLIEHHWKW NONyYaT
[0CTYN TONbKO K 0JHOMY MECTY, a He BO BCe Cpasy.

JIeKTPOHHbIE IEHbI'H

ANEKTPOHHbIE AEHbIN - 3TO OYeHb YA0OHBIN cnocob nnatexen, oAHaKO
CYLLIECTBYHOT MOLLEHHWUKWN, KOTOPbIE XOTAT NOAYUNUTb 3TU AEHBIN.

3}'IeKTpOHHbIe AeHbI'M NoABNINCL COBCEM HEJaBHO N UMEHHO 13-3a 3TOIO BO
MHOIMX rocyapcrtBax Ao CUX Nop He NpornncaHo npo HMUX B 3aKOHax.

B Poccum xke OHM (hyHKLMOHMPYIOT U O HUX Y)Ke MPONM1CcaHo B 3aKOHe, Fe X
Pa3aenstoT Ha HECKOMbKO BUIOB - aHOHVMMHbIE U He aHOHUMHbIE. Pa3HuLa B TOM,
YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLLaeTcs NPoBOAUTL onepaummn 6e3
NAEHTU(UKALMN NONb30BATENS, @ B HEAHOHMMHBIX UAEHTUMKALNA NONb30BaTE NS
ABNSAETCA 00513aTENbHON.



TakKe cregyeT pasnmyatb 31eKTPOHHbIe (UaTHbIe AeHbIN (PaBHbI
rocyaapCTBEHHbIM Ba/IKOTaM) N 3/1eKTPOHHbIE He(haTHble AeHbrv (He paBHb!
rocyflapCTBeHHbIM Ba/ltOTaM).

OCHOBHble COBETbI N0 6e30MacHoli paboTe ¢ 3NeKTPOHHLIMU AeHbIaMK:

1. MpunBSXK K CHETY MOBUbHBIN TeNetoH. 3TO camblil YA0OHbIN 1 ObICTPbIN
CMoco6 BOCCTaHOBUTL AOCTYM K cYeTY. MNprBA3aHHbIN TenetoH NOMOXKET, eC/u
3a0y/eLlb CBOW NNaTeXHbI Naposb UK 3ainfeLlb Ha CalT ¢ HE3HAKOMOIO
YCTPOWCTBA,;

2. Vicnonb3yii ofiHopa3oBble Naponu. Mocne nepexoa Ha YCUIeHHYo
aBTOpU3aLMIO Tebe YyXKe He BYAEeT YrpoXKaTh OMAcHOCTb KpaXku Unu nepexeaTa
MAATEXXHOro Naposs;

3. Bblbepu cnoXHbI Naposb. MpecTynHUKam 6yaeT He MPOCTO YrafaTb CIOXKHbIN
naposb. HafeXHble maponu - 3T Naposiv, KOTopble CoepXKaT He MeHee 8 3HaKoB
1 BKOYAOT B CEOS CTPOYHbIE U NMPOMUCHbIE BYKBbI, UN(IPbI U HECKO/IbKO
CMMBOJIOB, TaKMe KaK 3HaK [o/1apa, PyHTa, BOCKIMLATENbHbIA 3HaK U T.M.
Hanpumep, $tROng!;;

4. He BBOAW CBOW NIMYHbIE AaHHble HA caiiTaX, KOTOPbIM He [oBepseLLb.
JJIEKTPOHHAA M0YTA

ANEKTPOHHas MoYTa - 3TO TEXHO/OMMS 1 NPeAoCTaBNSEMbIE et YCNYTK No
MEPECHISIKE 1 MOMYHYEHNIO 3NEKTPOHHBIX COOOLLEHWIA, KOTOPbIE pacrpeaenstoTcs B
KOMMbKOTEPHOW CETW.

O6bIYHO 3M1EKTPOHHbIV MOYTOBLIN ALLMK BbIFNSAUT CNeAyHOLMM 06pa3oM:
MMS_No/b30BaTeNnsi@umMs_aomMeHa. Takke KpoMme nepegaqn NpocToro TeKcTa,
MMeeTCs BO3MOXHOCTb nepeaasaTh (haiinbl.

OCHOBHbIE COBETbI N0 6e30MacHoi paboTe C 3NEKTPOHHOM NOUTON:
1. Hazo BbIGpaTh NpaBu/bHbI NOYTOBLIN CEPBUC. B MHTEPHETE ECTb OFPOMHbIV
BbI6OP 6ecniaTHbIX MOYTOBbIX CEPBMCOB, OJHAKO NyuLLIE AOBEPSATb TEM, KOFO

3Haelllb M KTO NepBblii B PEATUHTE;

2. He yKasblBaii B IMYHOM NOYTE NINYHYHO MH(OopMaumto. Hanpumep, nydiue
BbIOpaThb "My3blKa/bHbIV_(haHaT@" nnm "pok2013" BmecTo "Temal3"™;

3. Vicnonb3yit ABYX3aTanHyro aBTopu3aLmio. 310 Korha noM1Mo naposist Hy>KHO
BBOAMTb KOJ, NpUCbINaeMblii No SMS;



4. Bblbepu CNOXHbIA Naposb. 18 KaXKA0ro noyYToBOro AWwmKa fo/KeH 6bITb CBOM
HaJeXHbI, YCTOMUMBLIA K B3/10MY Maposib;

5. Ecnu ecTb BO3MOXHOCTb HanmcaTb CaMmoMy CBOW JINYHBIIA BOMPOC, UCNO/b3Yi
3TY BO3MOXHOCTb;

6. VIcnonb3yi HECKO/bKO NMOYTOBbIX ALLMKOB. MepBblid 415 YaCTHOWN NEPENUCKN C
afipecaTaMu, KOTOPbIM Tbl 10BEpsieLllb. DTO 3/IEKTPOHHbIN afpec He Haao
MCNONb30BaTh MPY PerncTpaumm Ha opymax 1 camTax;

7. He oTKpbIBaii halinbl 1 Apyrue BOXKEHWS B NCbMaX, AaXe eCaiv OHW MPULLIIK
OT TBOMUX ApYy3eit. Jlyulle YyTOUHW Y HUX, OTNPABAAAM /TN OHW Tebe 3Tu thaiinbl;

8. Mocne OKOHYaHUA PaboTbl Ha NOUYTOBOM CepBUCE NepPef 3aKPbITUEM BKIAAKM C
caToM He 3abyb HaXaTb Ha "BbITK".

Kn0epOy1imHr wiim BUPTyaibHOE U3/1€BATEIbCTBO

KnbepbynnuHr - npecnefoBaHne CO0BLEHNAMN, COAePXKaLLMMN OCKOPBIeHNS,
arpeccuto, 3anyrviBaHue; XysmraHcTeo; coluasibHoe 60MKOTUPOBaHUE C MOMOLLbHO
Pa3INYHbIX UHTEPHET-CEPBUCOB.

OCHOBHbIe COBETbI M0 60pbbE C KNOEPOYNIUHIOM:

1. He 6pocaiics B 60i1. JTyuwumia cnoco6: NocoBETOBATLCA Kak cebs BECTU W, eCN
HET TOro, K KOMY MOXXHO 06paTUTLCS, TO BHaYase YCNOKOUTLCA. ECN Tbl HAYHELLb
0TBeYaTb OCKOPOIEHNAMIN Ha OCKOPO/IEHMS, TO TOMbKO eLLe 60/bLUEe Pa3OXOKeLLb
KOH(/INKT;

2. YnpaBnsu cBoen KnbeppenyTaumei;

3. AHOHUMHOCTb B CeT MHUMast. CyLLeCTBYHOT CMOCOObI BbIACHWUTb, KTO CTOUT 3a
aHOHVMMHbIM aKKayHTOM,

4. He CTOWUT BECTM XyIUTaHCKUIA 06pa3 BUPTYaNbHOW XN3HW. VIHTEpPHET
(UMKCUPYET BCe TBOM [e/ACTBMS U COXPAHAET UX. YAanuTb UX OyeT KpaiiHe
3aTPYAHUTENbHO;

5. Cobntofiali CBOK BUPTYarbHYH YECTb CMOMOAY;

6. IrHopupy# eanHUYHbLINA Heratue. OAHOPa3oBble 0CKOPOUTE/IbHbIE COOBLLEHNS
nyyule nrHopuposatb. O6bIYHO arpeccus NpekpawaeTcs Ha HavalbHOM CTaamu;



7. baH arpeccopa. B nporpammax 06mMeHa MFHOBEHHbIMW COOGLLEHUSIMUA, B
coLMabHbIX CETAX ECTb BO3MOXHOCTb G/I0KMPOBKM OTMPaBKU COOBLLEHWIA C
onpeaeneHHbIX afipecos;

8. Ecnu Tbl CBUAETENb KNGEPOYNMHIa. TBOW Ae/CTBUS: BbICTYNUTL NPOTUB
npecnefoBaTens, NoKasaTb €My, YTO ero [eiicTBUS OLIEHWBAOTCS HEraT1BHO,
NoAAepKaTb XKePTBY, KOTOPOI HY>KHa NCUXO0OrMyeckas MoMoLLb, COOBLLUTS
B3POC/bIM 0 (haKTe arpecCMBHOIO NMOBEAEHNS B CETU.

MoOuiabHbIN TesedoH

CoBpeMeHHble CMapT(OHbI M MIaHLLETbI COAepXKaT B cebe BNoJIHe B3POC/bIi
(bYHKLMOHaN, 1 Tenepb OHM MOTYT KOHKYPUPOBATb CO CTaLMOHaPHbIMY
KomnbtoTepamu. OHaKo, CPeACTB 3allyTbl AN NOA0OHbLIX YCTPOCTB MOKA O4YeHb
Masio. TeCTMPOBaHME 1 MOUCK YSI3BUMOCTel B HX NMPOUCXOAMT He TaK
WHTEHCKBHO, Kak ans MK, To )Ke camoe KacaeTcsi U MOOUbHBIX MPUNOXKEHWIA.

CoBpeMeHHble MOBU/IbHbIE Bpay3epbl Y)XKe MPaKTUYeCKM JOTHaN HACTO/bHbIE
aHanorun, oflHako paclunpeHne PyHKUMOHaNa BNeYeT 3a co60oi 60MbLLYIO
C/TIOXXHOCTb U MEHbLLYHO 3aLLMLLEHHOCTb.

[laneko He BCe NPOM3BOAMTENN BbIMYCKAKT OGHOB/EHNS!, 3aKPbIBALOLLNE
KPUTUYECKME YSI3BUMOCTH [N CBOMX YCTPOICTB.

OCHOBHbIe COBETbI ANs 6e30MacHOCTX MOBUIBLHOIO TeNedoHa:
Huyero He SBNSETCA NO-HACTOSALLEMY GecniaTHbIM. Byb 0CTOPOXEH, Befb Korja
TeGe npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObIThb CKPbITbI KaKMe-To

nnaTHble YCNyru;

[ymait, npexae Yyem oTrnpasnTb SMS, hOTO UM BUAEO. Thl TOYHO 3HaELLb, e
OHM OYZyT B KOHEYHOM MTOre?

Heo6X0AMMO 0GHOB/ISTL ONEPALMOHHYHO CUCTEMY TBOEr0 CMApPTHIOHa;
cnonb3yil aHTUBMPYCHbIE NPOrpamMbl 4151 MOBUbHBIX TeNeOHOB;

He 3arpy>Ka|71 NMPUNOXXEHNA OT HEN3BECTHOIO NCTOYHWKA, BEAb OHU MOT'YT
coaepxaTtb BPEAOHOCHOE nporpamMmmHoe obecrieyeHue;

Mocne TOro Kak Tbl BbliAfeLLb C CaiiTa, rAe BBOAWUN NMNYHYHO MHDOPMAaLIMIO, 3aiiam B
HaCTPOWKK Bpay3epa 1 yaanu cookies;

Meproanyeckn NpoBepsiii, Kakne NnaTHbIE YCAYr akTUBUPOBaHbI Ha TBOEM
HOMEpE;



[aBai CBO HOMep MOBU/ILHOTO TenlePOHA TOMIbKO NTHOAAM, KOTOPbIX Thbl 3HAELLb U
KOMY [0BepsieLLb;

Bluetooth go/mKeH 6bITb BbIK/HOYEH, KOra Thl MM He Nosb3yellbes. He 3abbiBal
MHOraa NpPoBepATb 3TO.

Online urpsi

CoBpeMeHHbIe OH/IanH-UTPbI - 3TO KPaCOYHbIe, 3aXBaTbIBatoLLMe pa3BieveHns,
00beUHAIOLLME COTHU ThICAY Ye/I0BEK MO BCEMY MUPY. IFPOKK nccneayroT
AaHHbIA UM MUP, 06LLAKOTCA APYT C APYrOM, BbINOMHAOT 3aaHNs, CpaXKaroTca ¢
MOHCTpamu 1 Noay4yatoT onbIT. 3a YA0BO/LCTBME OHM NMATAT: MOKYNatoT ANCK,
OMa4nBaroT abOHEMEHT UM NPUOOPETAOT KaKmne-TO ONLmMm,

Bce 3Tu cpefcTBa MAYT Ha NOAAEPXKaHME N pa3BUTME UTPbI, a TaKXXe Ha camy
6€e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPU3aLMN, BbIMYCKAKTCA HOBblE
natum (LMpoBble 3annaTku Ans nporpamm), 3aKpbIBatoTCA YA3BUMOCTIN CEPBEPOB.
B nofo6HbIX Urpax CToMT onacaTbCs He CTO/IbKO CBOMX COMEPHMKOB, CKOJIbKO
KpaXXu TBOEro napo/sisi, Ha KOTOPOM OCHOBaHa crcTema aBTopu3auum 60/bLIMHCTBA
nrp.

OCHOBHbIe COBETbI N0 6€30MacHOCTU TBOEIO UIPOBOI0 aKKayHTa:

1. Ecnv apyroii Urpok BeaeT cebs naoxo nam co3gaet Tebe HEMPUATHOCTY,
3a610KNPYI €ro B CMUCKE UIPOKOB;

2. Moxanyiics agMMHUCTPATOPaM UrPbl Ha NI0X0e NOBEAEHME 3TOr0 UIPOKa,
KenaTeNlbHO NPUNOXMTb Kakne-TO I0Ka3aTeNbCTBa B BU/E CKPUHOB;

3. He yKasbIBaii MIMYHYO MH(OPMaLIMIO B Npodainnie nrpsl;
4. YBaxall pyrnx y4aCTHUKOB MO UTPE;

5. He ycTaHaBnmBail HeouumanbHble NaTin 1 MoAbl;

6. icnonb3yil CNoXHbIe 1 pasHble Naponu;

7. [Jlaxke BO BPeMS UIPbl HE CTOMT OTK/KOYaTb aHTMBUPYC. MOKa Tl UrpaeLlb, TBOI
KOMMbIOTEP MOTYT 3apasuThb.



@OUIIHHT WA Kpaxa JUYHbIX JAHHbIX

OO6bIYHOW KpaXKeil IeHer 1 J0KYMEHTOB CErofHs Y>Ke HUKOro He YAMBULLb, HO C
Pa3BUTMEM UHTEPHET-TEXHOMOIMIA 3N10YMbILLNIEHHUKM NEPEMECTUNNCL B UHTEPHET,
1 NPOAO/IKAKOT 3aHMMATLCA "NHOBUMbIM™ LeN0M.

Tak nosiBuiacb HoBas yrpo3a: MHTePHET-MOLLEHHNYECTBA U (DULLINHT, T/1aBHas
Lie/lb KOTOPOro COCTOUT B MOMYYEHUN KOHPUAEHUMNASTbHBIX AaHHbIX
Nonb30BaTesiei - NOrMHOB M Naponen. Ha aHrnninckom Asbike phishing untaetcs
Kak duumHr (ot fishing - pbi6Has nosns, password - naposb).

OCHOBHbIe COBETbI N0 60pbbE C PULLNHIOM:

1. Cnefm 3a cBOMM akKayHTOM. Ecnm Tbl Nogo3peBaeLLb, YTO TBOA aHKETa Oblfa
B3/10MaHa, TO He06X0AMMO 3ab6/10KMPOBaTL €€ U COOOLMTL aiMMHMCTPaTopam
pecypca 06 3TOM KaK MOXHO CKOpee;

2. Vicnonb3yii 6e3onacHble Be6-CaliTbl, B TOM YNCNE, UHTEPHET-MarasuHoB U
MOMCKOBbIX CUCTEM;

3. /lcnonb3yii CNoXHbIE 1 pasHble Naponn. TakuM 06pasoMm, ecnn Tebst B3NOMatoT,
TO 3/10YMbILLNIEHHUKM NOAYYaT AOCTYN TOMLKO K 0HOMY TBOEMY NPOGUIIO B CETH,
a He KO BCeM;

4. Ecnv Tebs B3noMani, TO HEO6XOAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KOTOpble A06aBNeHb! y Te6s B IpY3bsiX, 0 TOM, UTO Tebs B3/IOManN 1, BO3MOXHO,
OT TBOEro MMeHM GYeT PacchbiNaTbCA Cam U CCbINKU Ha PULLINHIOBbIE CalAThl;

5. YcTaHoBM HafexXHbIn naponb (PIN) Ha MOGWANbHBIN TeneoH;
6. OTKNHOUN COXpPaHeHNe Napons B bpaysepe;

7. He oTKpbIBaii (haiinbl M Apyrue BNOXEHUs B NCbMaX, AaXe eCIM OHWU MPULLIAN
OT TBOUX ApY3eit. Jlyulle YTOUHW Y HUX, OTNPABASAM I OHU Tebe 3TU thaiinbl.

Hudposas penyranus

Linthposas penyTtaums - 3T0 HeraTUBHas UM NO3NTUBHAA UH(OPMaLMs B CETU O
Tebe.

KomnpomeTupytoLias nHhopMauums, pasmeLleHHas B UHTEPHETE, MOXEeT
cepbe3HbIM 06pa3oM 0TPa3UTLCA Ha TBOEI peasibHOM XXMN3HW. "Lindposas
penyTayms” - 3T0 TBON UMUK, KOTOPbLINA OpMMpPYeTCs 13 MH(opMaLun o Tebe B
NHTEpHeTe.



TBOE MECTO XWTEe/bCTBA, YUebbl, TBOE (DMHAHCOBOE MOMOXKEHWE, 0COGEHHOCTY
XapaKTepa 1 pacckasbl 0 6/IM3KMX - BCE 3TO HAKan/IMBAETCA B CETM.

MHorve noApOCTKN NerKOMbIC/IEHHO OTHOCATCA K Ny6/IMKaLmMm IMYHOM
NH(opMaLmKn B IHTepHeTe, He MOHMMas BO3MOXHbIX MOCNeACTBUN. Thl AaxKe He
CMOXeLLIb florafarbca 0 TOM, YTO (hoTorpadms, pasmeLLieHHas 5 neT Hasag, cTana
MPUYMHONM OTKasa NpUHATL Tebsi Ha paboTy.

KoMMeHTapuu, pasmellieHne TBOUX hoTorpaduii 1 apyrue AeicTBUS MOTYT He
MCYE3HYTb [jae Noc/e TOro, Kak Tbl UX yaanuLlb. Thbl He 3HaeLllb, KTO COXPaHMI
3Ty MH(hopMaLMto, Momnasia /i OHa B MOMCKOBbIE CUCTEMbI U COXPaHMUNach v OHa, a
rNaBHOE: YTO NOAYMAtOT O Tebe OKPYXKaKoLLME NI, KOTOPbIE HakAYT U YBUASAT
3T0. HaiiTn MHopMaLIM0 MHOIO NET CMYCTA CMOXET /IF060M - Kak U3 A06pbIX
NOGY)KAEHW, TaK U C HAMEPEHNEM MPUUNHUTDL BPE. STO MOXKET BObITh KTO
YrO/lHO.

OCHOBHble COBETbI MO 3aLLUTe LM(POBOIA penyTauun:

1. Moaymaii, npexze 4YeM 4YTo-To Ny6AMKoBaTh 1 NepefaBaTh y cebsi B 610re unv B
colmanbHOM ceTu;

2. B HacTpoiikax npotunsa ycTaHoBW OrpaHnyeHns Ha MPOCMOTP TBOEro Npoduns
N ero CoAepPXXMMoro, CAenai ero TonbKo "ana apysen”;

3. He pa3meLLail 1 He yKa3sblBail UHPOPMaLNIO, KOTOPas MOXET KOro-nnbo
OCKOpO6NATL NN 06MXKaTb.

ABTOpPCKOE IPaBo

CoBpeMeHHble LUKO/IbHUKM - aKTUBHbIE M0/b30BaTen LM(POBOro NpoCcTpaHCTBa.
O[lHaKO faneKo He BCe 3HAKOT, YTO M0/Ib30BaHME MHOMMMW BO3MOXKHOCTAMM
LndpoBoro munpa TpebyeT cobNoAeHNS MpaB Ha UHTENIEKTYa/IbHYHO
COOGCTBEHHOCTb.

TepMUH "MHTeNNeKTyasbHasa CO6CTBEHHOCTL" OTHOCUTCA K pPa3IMYHbIM TBOPEHUAM
4e/10BEYECKOr0 YMa, HauMHast C HOBbIX M3006peTeHNIA U 3HaKOB, 0603HaYatoLLIMX
COOGCTBEHHOCTb Ha NPOAYKTbI U YCNYrW, U 3aKaHUMBasi KHUramu, hoTorpapuamu,
KUHO(UIbMaMM U MYy3blKa/lbHbIMU NPOU3BELEHNAMM.

ABTOPCKMe NpaBa - 3TO NpaBa Ha MHTENNEKTYa/lbHYH COOCTBEHHOCTb Ha
NPOV3BeAEHNS HayKW, NNTepaTypbl N MCKYCCTBA. ABTOPCKME MNpaBa BbICTYNatoT B
KauyeCTBE rapaHTWM TOr0, YTO MHTENNEKTYa bHbIN/TBOPYECKUIA TPY/ aBTOPA He
OyAeT HanpacHbIM, AACT eMy CrpaBe//IMBble BO3MOXHOCTM 3apaboTaTb Ha
pe3ynbTaTax CBOero Tpyaa, NoyYnTb N3BECTHOCTb M MPU3HAHME.



HuKTo 6e3 pa3speLleHns aBTopa He MOXKET BOCMPOU3BOANTL ero Npov3BeLeHuNe,
pacnpocTpaHATb, Ny6/IMYHO LEMOHCTPMPOBATL, NPOAaBaTh, MMMOPTUPOBATS,
MycKaTb B NPOKAT, NYy6/MYHO UCMOMHATb, NMOKa3blBATL/MCMOMHATL B 3(hMpe nu
pasmMeLLatb B VIHTEpHeTeE.

cnonb3oBaHMe "NMPaTcKoro” nporpaMMHOro obecrnevyeHns MOXET NPUBECTU K
MHOIM pUCKaM: OT NOTepPU AaHHbIX K TBOMM akKayHTam [0 6/10KMPOBKM TBOErO
YCTPOWCTBA, Ifie YCTaHOB/eHa HeferasibHas nporpamma. He ctont Takxke
3a6bIBaTb, YTO CYLLECTBYIOT /lerasibHble 1 6ecniatHble NPorpaMmMbl, KOTOpble
MOXHO HalTN B CETH.

O nopraJue

CeTeBMYOK.p( - TBOV INMaBHbI COBETUMK B CETU. 3[1Ch Thl MOXELLb Y3HAaTb O
6e30MacHOCTM B CETW NOHATHBLIM 1 AOCTYMHbIM 53bIKOM, a MPU BO3HUKHOBEHUN
KPUTWUYECKOW CMTYaLIMn 06PaTUTLCS 3a COBETOM. A TaKXe NPUHATL yyacTue B
KOHKYpCax M CTaTb CamMbIM L(POBbIM FpaXXaaHUHOM!



